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INTERDUELS

Cookies and Similar Technologies Policy

Version 4.0 - June 16, 2026 - interduels.com

At InterDuels, we want to be transparent about how our website and app work. This policy explains what
technologies we use, what we use them for, and how you can control them.

If you have any questions, please write to us at info@interduels.com .

1. What does this policy cover?

This policy applies to the interduels.com website and the InterDuels mobile app (iOS and Android). It
covers cookies, local storage, third-party SDKs, device identifiers, notification tokens, and any similar
technology we use to ensure the services function properly.

It should be read together with our Privacy Policy, Legal Notice and General Terms of Use, available in the
website footer.

2. What are cookies and similar technologies?

Cookies are small text files that a website saves in your browser. They are used to remember your session,
your preferences, or how you use the service.

In the mobile app, we use equivalent technologies: SDKs embedded in the app code, local device storage
(AsyncStorage), operating system-generated identifiers, and push notification tokens. These technologies
are not HTTP cookies, but they perform similar functions and are subject to the same principles of
transparency and control.

3. Categories we use

Necessary

They are essential for the website and app to function. Without them, you wouldn't be able to log in, access
the dashboard, make payments, or use basic features. They don't require your consent because there is no
alternative way to provide the service.

These include: session management and authentication, security, gym panel access, payment processing
(Stripe), and system technical communications.

Preferences

They remember settings you've chosen, such as your language or privacy settings within the app. If you
disable them, some options may not be remembered between sessions.



Analytics

They help us understand how the website is used: which pages are visited, how much time is spent in each
section, and whether there are errors or bottlenecks. We use this information to improve the user
experience, not for advertising.

On the website, we use Vercel Analytics and Vercel Speed Insights, which are only activated if you accept
this category. In the app and backend, we use PostHog (pseudonymized product analytics) and Sentry
(detection and management of technical errors), which operate under legitimate interest with data
minimization.

Marketing

We do not currently use cookies or marketing/advertising pixels. If we activate campaigns in the future, this
policy will be updated, and they will only be activated with your prior consent.

4. Active technologies

Below you will find the actual inventory of technologies we use in production.

Web — interduels.com

Technology / Purpose Category Legal basis Duration

Supplier

Supabase Authentication, session and Necessary Contract Session duration
secure access to the web panel. execution

Stripe / Stripe.js Payment processing, fraud Necessary Contract Session duration
prevention, and transaction execution
integrity.

Local preferences = Remember language, privacy Preferences Legitimate Until they are
settings and visual settings interest / manually deleted
(localStorage). consent

Vercel Analytics Measure visits, page views, and  Analytics Consent 13 months
overall web behavior.

Vercel Speed Measure web performance (load = Analytics Consent 13 months

Insights times, Core Web Vitals).

Google Analytics Measure website visits, user Analytics Consent 13 months

behavior, traffic sources, and
conversions.

Sentry (web) Detection and recording of Analytics Legitimate 90 days
technical errors to improve interest
stability.

Mobile app — iOS and Android

Technology / Purpose Category Legal basis Duration

Supplier

Supabase SDK Database, authentication, Necessary Contract Session duration /
session, real-time chat, and app execution active account

data storage.

AsyncStorage Local storage on the device: Required / Contract Until logout or
session data, onboarding Preferences performance / uninstallation



Technology / Purpose Category Legal basis Duration

Supplier

preferences, and privacy Legitimate
settings. interest
Stripe SDK In-app payment processing: Necessary Contract Transaction
DuelCoins and Premium execution duration
subscription.
Expo Push /FCM/ Sending push notifications. The = Necessary Consent (OS Until logout or
APNs token is stored in Supabase permission) revocation of
and deleted upon logging out. permission
Google Maps SDK Visualization of gyms and Necessary Contract Session duration
locations on the map. execution
expo-location Access to the device's location Necessary Consent (OS Punctual, no
to find nearby gyms and permission) historical data is
matches. This is only requested stored

when necessary.

Google Sign-In Sign in with a Google account Necessary Contract Session duration
as an alternative to registering execution
by email.

Apple Sign-In Sign in with Apple ID as an Necessary Contract Session duration
alternative to registering by execution
email.

PostHog Pseudonymized usage Analytics Legitimate 12 months
analytics: adoption of features, interest (pseudonymized
workflows, and product data)
improvement.

Sentry (app) Detection and recording of Analytics Legitimate 90 days
technical errors in the app to interest

improve stability.

5. How to manage your preferences

On the web

When you visit interduels.com for the first time, a banner appears allowing you to accept, reject, or
configure each category separately. You can change your choice at any time via the Configure cookies link
in the footer.

The necessary technologies cannot be deactivated from the panel because they are essential for the
service to function.

In the app

The app requests operating system permissions (notifications, location, camera, or gallery) only when it
needs them for a specific function. You can change these permissions at any time from:

— iOS: Settings > InterDuels
— Android: Settings > Applications > InterDuels > Permissions

You can also manage your communication and privacy preferences from the app's internal settings.

From the browser



You can configure your browser to block or delete cookies. Please note that blocking necessary cookies
may prevent access to some features of the web panel. Here are the configuration links for the most
common browsers:

Chrome: chrome://settings/cookies
Firefox: about:preferences#privacy
Safari: Preferences > Privacy
Edge: edge://settings/privacy

6. Suppliers and international transfers

Some of the providers we use are based or process data outside the European Economic Area. In all
cases, we ensure that appropriate safeguards are in place.

Supplier Guarantees

Supabase (Frankfurt, EU) Data stored in the EU. Signed DPA.

Stripe Suitability decision + Standard Contractual Clauses (SCCs). Signed
DPA.

Vercel SCCs. DPA signed.

Google (Maps, Sign-In, FCM) SCCs. DPA signed.

Apple (Sign-In, APNs) SCCs. DPA signed.

Expo SCCs. DPA signed.

PostHog SCCs. Pseudonymized data. Signed DPA.

Sentry SCCs. DPA signed.

7. How long do we keep the information?

Session cookies are deleted when you close your browser or app. Persistent cookies and analytics data
are retained for the time indicated in the table in section 4, and never longer than necessary for their
purpose.

Consent records are kept for as long as necessary to demonstrate regulatory compliance.

8. Updates to this policy

We will update this policy when we change the technologies we use, add new providers, or when
applicable regulations change. If the changes are significant, we will notify you through the website or app.

Before we activate any new advanced analytics technology, marketing pixels, or social media SDKs, we will
update this policy and, where appropriate, request your consent.

The current version will always be available at interduels.com/cookies.

9. Contact

Do you have questions about cookies or privacy?



Write to us at info@interduels.com and we will respond within a maximum of 30 days.

Responsible party: Oscar Formiga - interduels.com
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