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PRIVACY POLICY
INTERDUELS

Version 1.0 - May 17, 2026

Data Controller Oscar Formiga, self-employed / holding company if SL is formed

NIF/CIF 46487882Y

Home Passeig de la Campsa 2, 08940 Cornella de Llobregat
(Barcelona), Spain

Privacy email info@interduels.com

Web/app https://interduels.com/ and the InterDuels mobile app

Scope Users over 18 years of age, partner gyms and people who interact
with InterDuels via web, app, email or social networks.

1. Who we are and what this policy covers

InterDuelslt is a technology platform for practitioners of Brazilian Jiu-Jitsu, grappling, and related sports.
The platform allows users to create an account, set up a sports profile, follow other users, participate in
FastDuels, reserve tatami spaces at partner gyms for InterDuels, record results, check rankings/ELO,
manage payments, receive service-related communications, and interact with the community.

This Policy explains how we collect, use, share, retain, and protect your personal data when you use the
app, website, payment services, support channels, community features, and official InterDuels social media
profiles.

e The Platform is exclusively for people over 18 years of age.

e We do not intentionally collect or process data from minors. If we detect an account belonging to
someone under 18, we will block or delete it and may request additional information to verify the
situation.

e We do not request information about health, injuries, ilinesses, disabilities, religion, ideology,
sexual orientation, or other specially protected data. If a user voluntarily provides this type of
information in chats, incident reports, or messages, InterDuels will only process it when absolutely
necessary to manage the request or incident.

2. Basic information by layers

Responsible Oscar Formiga (Self-Employed) / Oscar Formiga / definitive holder of
InterDuels.
Main purposes Create and manage accounts; provide FastDuels and InterDuels;

manage bookings, results, rankings, payments, support, security,
incidents, communications and social media.

Legal basis Contract performance; consent; legitimate interest; compliance with
legal obligations; and, where applicable, exercise or defense of
claims.

Recipients Other users, partner gyms, technology and payment providers, app

stores, social networks, advisors, authorities and competent bodies
when necessary.

Rights Access, rectification, erasure, opposition, limitation, portability,
withdrawal of consent and complaint to the AEPD.
International transfers They may exist through providers or sub-processors located outside

the EEA, under adequate safeguards such as adequacy decisions,
the EU-US Data Privacy Framework where applicable, standard
contractual clauses and supplementary measures.

InterDuels - Privacy Policy v1.0



3. What data do we process, for what purpose and on what
legal basis?

3.1. Account and record

Data processed:First and last name, email address, encrypted/hashed password, login identifiers, age or
proof of legal age, city, belt level, weight category or range, and optional profile picture. If registering via
Google Sign-In or Apple Sign-In, only the data authorized by the user at the time of login, typically name
and email address, will be received from these providers.

Purpose:Create and manage your account, allow secure access, configure your sports profile, and provide
the service.

Legal basis:Contract execution. In optional fields, user consent or voluntary action.

3.2. Sports profile and visibility within the app

Data processed:Visible name or identifier, optional photo, belt, weight range, age/age range, gym or city if
displayed, ELO, statistics, results history and competitive activity.

Purpose:Enable matching, rankings, rival search, competitive transparency, and community functioning.

Legal basis:Contract performance for necessary service data. Consent for extended or optional visibility.
Legitimate interest for ranking integrity and fraud/abuse prevention.

3.3. Follows, community and FastDuels

Data processed:Follow-up relationships, challenges sent/accepted/rejected, grief status, outcome,
incidents, no-shows, reports, reputation, or anti-abuse signals.

Purpose:Enable challenges between users (FastDuels), manage participation, results, ranking, incidents
and usage discipline.

Legal basis:Explicit and informed consent.

3.4. InterDuels with reserved tatami

Data processed:Booking details, gym, date, time, participants, check-in/attendance, result, incidents and
minimum data communicated to the gym.

Purpose:Manage the booking of physical space and user participation.

Legal basis:Contract execution. Legal compliance and legitimate interest for claims, incidents and security.

3.5. Internal chat and messages

Data processed:Messages between participants, conversation metadata and, where applicable, files or
evidence shared by the user.

Purpose:Facilitate pre-mourning coordination and manage incidents.
Legal basis:Contract execution; legitimate interest for moderation, security and defense of claims.

3.6. Payments, DuelCoins, Premium and Billing

Data processed:Customer ID, transactions, amount, payment status, DuelCoins balance, Premium
subscription, refunds, disputes, and billing information where applicable. InterDuels does not store full card
details.

Purpose:Manage payments, purchases, subscriptions, refunds, commissions, collection issues and
accounting/tax obligations.

Legal basis:Contract execution; compliance with legal obligations; legitimate interest for claims and fraud
prevention.

3.7. Push notifications and service communications

Data processed:Device token, notification preferences, service events, and reminders.
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Purpose:Send notices related to duels, reservations, results, security, payments, or important service
changes.

Legal basis:Contract execution for necessary communications. Consent for push notifications that are not
strictly necessary or configurable.

3.8. Commercial communications

Data processed:Name, email, commercial preferences and consent/unsubscribe registration.
Purpose:Send news, promotions, events, features or commercial communications from InterDuels.

Legal basis:Express and granular consent; art. 21 LSSI-CE when applicable.

3.9. Geolocation and maps

Data processed:City, approximate area, device location permissions, and precise location only if the user
activates it.

Purpose:Show nearby gyms, facilitate local matching, and improve the booking experience.

Legal basis:Contract execution for the required city/area. User consent for GPS or precise location via
device permissions.

3.10. Analytics, security and improvement

Data processed:Technical logs, IP addresses, device identifiers, usage events, errors, aggregated metrics,
performance data, and pseudonymized or anonymized data are collected. For technical error management
and usage analysis, InterDuels uses Sentry (error management and stability), PostHog (aggregated or
pseudonymized behavioral analytics), Vercel Analytics and Vercel Speed Insights (website performance
and visits), and Google Analytics (website traffic analytics). Sentry and PostHog operate under legitimate
interest with data minimization. Vercel Analytics and Google Analytics are only activated with your prior
consent through the cookie settings.

Purpose:Maintain security, detect errors, prevent abuse, improve the app, and measure performance.

Legal basis:Legitimate interest. Consent for non-exempt analytics or cookies and tracking technologies not
strictly necessary, in accordance with the Cookie Policy.

3.11. Support, complaints and incidents

Data processed:Contact information, query content, screenshots, evidence, communications with support,
user reports, and resolution status.

Purpose:Responding to requests, resolving incidents, processing rights, investigating abuses, or defending
claims.

Legal basis:Contract performance; legal compliance; legitimate interest; exercise or defense of claims.

3.12. Associated Gyms

Data processed:Business name, professional contact details, hours, location, contact person details,
availability information and operations.

Purpose:Manage relationships with gyms, tatami reservations, management panel, billing, and support.
Legal basis:Contract execution or pre-contractual measures; legal compliance; legitimate interest.

3.13. Social networks and official profiles

Data processed:Username, profile identifier, comments, likes, mentions, direct messages, tags,
user-posted content, and aggregated metrics provided by the social network.

Purpose:Manage official profiles, respond to messages, moderate comments, handle requests,
communicate news, and interact with the community.

Legal basis:User consent or voluntary action when interacting with the social network; legitimate interest in
community and reputation management; specific consent for identifiable promotional use outside of
ordinary interaction.
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3.14. Audiovisual and promotional content

Data processed:Photographs, videos, testimonials, duel clips, name/alias, belt, ranking, results or
identifiable mentions.

Purpose:Publish content on InterDuels' app, website, social media, promotional materials, or campaigns.

Legal basis:Specific consent is required when the user is identifiable and the use is not strictly necessary
to provide the service. A license/permission in accordance with the General Terms and Conditions is
required for content uploaded by the user.

4. Public profile, rankings, results and visibility

InterDuels is based on a competitive logic: for the matching, challenges, and rankings to work, certain
sports data must be visible to other users or participants in the duel. Even so, we apply minimization and
privacy controls.

e Required data: This may include name or visible identifier, belt, age and weight range,
ELO/ranking, results, and basic duel details. This data is necessary to provide the service and
maintain competitive transparency. Users with an active public profile may appear in the public
ranking on interduels.com, visible to any visitor without requiring registration or an account on the
platform.

e Optional data: profile picture, description, personal social networks, usual gym or other extended
data should only be shown if the user adds or enables them voluntarily.

e Results and rankings: Results may be retained to preserve the historical integrity of the rankings.
If an account is deleted, InterDuels may anonymize or pseudonymize records when necessary to
avoid altering aggregate statistics or competitive history.

e Ranking review: The ELO system is automatically calculated from the entered results. It has no
legally significant effect, but the user can request a review if they believe there has been an error,
manipulation, or other issue.

5. Social networks, community and use of images

InterDuels may have official profiles on social media platforms such as Instagram, TikTok, YouTube, Twitter,
LinkedIn, Facebook, or other equivalent platforms. This section governs both interaction with these profiles
and the potential dissemination of user-identifiable content.

5.1. Interaction with official profiles

e If you follow, comment, react, tag, mention or send messages to InterDuels' official profiles, we
will process the data that the social network shows us according to your settings and the rules of
that platform.

e We will use that data to respond to requests, moderate comments, manage community, address
requests, prevent abuse, communicate updates, and measure aggregated profile metrics.

e You should not send sensitive data, identification documents, payment information, health
information, or information about third parties via social media. For GDPR requests, formal
complaints, or relevant incidents, please use the privacy/support email address provided in this
policy.

e Each social network also acts as an independent controller of the data processing it carries out on
its own platform. InterDuels does not control their algorithms, advertising, cookies, profiles, or
international transfers. We recommend that you review the privacy policy of each social network.

5.2. Publication or reuse of user content

e InterDuels will not publish for promotional purposes photographs, videos, duel clips, testimonials
or content where a person is clearly identifiable without an adequate basis and, in general,
without specific authorization from the affected user.

e If a user voluntarily tags InterDuels or submits content to be shared, InterDuels may request
confirmation before republishing it on official profiles, especially when faces, minors, third-party
data, injuries, sensitive situations, or full fights appear.
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Withdrawing consent will prevent future use, but will not affect the legality of previously published
content. Where reasonably possible, InterDuels will remove or cease using the content on
channels under its control.

The user guarantees that they have sufficient rights and permissions over the content they upload
or send, including the image of third parties that appear in it.

It is forbidden to upload or send illicit, humiliating, violent content outside the sporting context,
discriminatory, sexual content, content that violates the rights of third parties or that exposes
personal data of other people without authorization.

5.3. Campaigns, raffles, ambassadors and collaborations

If InterDuels organizes campaigns, raffles, promotional challenges, ambassador programs or
collaborations with gyms, influencers or brands, you will be informed of the specific conditions and
applicable data processing.

When a collaboration involves the transfer of data to third parties, publication of images,
commercial labeling or communication of winners, the legal basis will be clearly indicated and,
where appropriate, specific consent will be requested.

6. Who we share your data with

We do not sell your personal data. We only share it when necessary to provide the service, comply with
legal obligations, protect rights, or use suppliers acting under contract.

Other users: will see the necessary profile information, challenges, duels, ranking and results
according to the configuration and operation of the service.

Partner gyms: will receive the minimum data necessary to manage the booking and access to the
tatami, typically name and surname, booking details, and attendance status. For strictly
InterDuels-managed events, they may act as data controllers; however, regarding their own
internal rules, access to the center, security, insurance, attendance sheets, or physical incidents,
they may act as independent managers.

Technology providers: hosting/database, authentication, notifications, maps, analytics, email,
support, security, monitoring, storage and equivalent services.

Payment providers: Stripe, app stores, or other providers necessary for payments, subscriptions,
DuelCoins, refunds, and fraud prevention. InterDuels does not store the full card number.

Social media: when you interact with official profiles or when authorized content is published on
these platforms.

Advisors, lawyers, auditors or insurers: when necessary for regulatory compliance, defense of
claims, accounting or risk management.

Public authorities, courts, security forces or consumer/data protection authorities: when there is a
legal obligation or valid requirement.
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7. Suppliers and processors

InterDuels will maintain an up-to-date inventory of suppliers and subcontractors.

Supplier/category
Supabase / cloud infrastructure

Intended use
Database, authentication, storage, logs, and
backend.

Observations

Configure EU region where possible, RLS,
backups, MFA and commissioning
contract/DPA.

Stripe / Stripe Connect

Payments, marketplace, subscriptions,
refunds, disputes, and fraud prevention.

InterDuels does not store complete card
data.

Expo / Firebase Cloud Messaging / APNs

Push notifications and device tokens.

Granular consent/configuration and low
settings.

Google Maps or another map provider

Visualization of gyms and locations.

Use only necessary data.

Google/Apple Sign-In

Optional social login.

Only process identifiers and emails
necessary for the account.

Apple App Store / Google Play

App distribution, in-app purchases if
implemented, subscriptions, and metrics.

They can act as independent controllers in
their own processing activities.

Email tools, support or analytics: Google
Analytics

Communications, customer service, metrics
and service improvement.

Currently using Google Analytics. If
additional email marketing or support tools
are incorporated, they will be added here
with a signed DPA.

Meta social networks (Instagram/Facebook),
TikTok, YouTube, X, LinkedIn.

Official profiles, interaction, campaigns, and
authorized content.

The social network also acts as an
independent controller of its platform.

Sentry Error management, crashes and technical Configure to minimize the collection of
stability of the app. personal data. Transfers to the U.S. covered
by SCCs.
PostHog Analytics of usage and behavior within the Use in pseudonymized mode. Can be

app.

hosted in the EU. Transfers according to
configuration.

8. International Transfers

Whenever possible, InterDuels will prioritize providers, hosting regions, and configurations within the
European Economic Area. However, some providers or sub-processors may be located outside the EEA or
access services remotely from third countries, particularly those related to payment services, notifications,
app stores, analytics, social media, or support.

e When an applicable adequacy decision exists, that basis will be used.

e For US providers adhering to the EU-US Data Privacy Framework, InterDuels may rely on that
framework if the provider is certified for the type of data transferred.

e Where there is no applicable adequacy decision or certification, standard contractual clauses,
supplementary measures and transfer risk assessment will be used where appropriate.

e The user can request additional information about transfer guarantees by writing to the privacy

email.

e App stores (Apple App Store and Google Play) act as independent controllers in their own
processing, including in-app purchases, metrics and distribution data, and are governed by their

own privacy policies.
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9. How long do we keep the data?

We retain data only for as long as necessary for each purpose and, subsequently, for the applicable
statutory limitation periods for liabilities or legal obligations. When data is no longer needed, it will be
deleted, anonymized, or blocked.

Category Indicative timeframe

Account and profile While the account is active. After closure, the account will be
blocked for the periods required for legal and contractual obligations.

Public profile and optional visibility As long as the account is active and the data is necessary or
consent has not been withdrawn.

Results, ranking and ELO As long as necessary for the integrity of the ranking. After removal,
they may be anonymized or pseudonymized.

Reservations, InterDuels, FastDuels and incidents During the contractual relationship and applicable claim periods.

Internal chat Generally, 30 days after the bereavement, unless it is necessary to
keep it for longer due to an incident, report, abuse or claim.

Payments, invoicing and accounting During the applicable legal commercial, tax and claim periods.

Push notifications This includes withdrawal of consent, uninstallation, revocation of
permissions, or account closure.

Commercial communications Until you unsubscribe or withdraw your consent. Minimal proof of
unsubscription will be kept to prevent further mailings.

GDPR Support and Rights During the processing and the time necessary to verify compliance
and address any potential claims. Generally, 3 years from the
closure of the incident or the processing of the right.

Security logs Generally up to 12 months, except in cases of investigation of
incident, abuse, fraud or legal requirement.

Social networks The content will remain active on the social network as long as there
is interaction, or until the user deletes the content or requests its
removal, if this depends on InterDuels. Social networks apply their
own timeframes.

Chat between users 30 days after the duel.

10. Your rights

You can exercise the following data protection rights:

Access to your data.

Correction of inaccurate data.

Deletion where appropriate.

Opposition to certain treatments based on legitimate interest.

Limitation of treatment.

Data portability.

Withdrawal of consent, without affecting the lawfulness of previous treatments.

Review or reasonable explanation of how the ranking/ELO works when there is a specific
incident.

To exercise these rights, please write to info@interduels.com with the subject line "GDPR Rights Exercise"
and specify the right you wish to exercise. We may request additional information to verify your identity if
necessary. We will respond within a maximum of one month from receipt, extendable to three months in
complex cases, and will inform you within the first month.

If you believe that we have not properly addressed your rights, you can file a complaint with the Spanish
Data Protection Agency (AEPD), without prejudice to any other remedies that may be available to you.

11. Data Security

We implement appropriate technical and organizational measures in accordance with the principle of
privacy by design and by default, including:

Encryption in transit using HTTPS/TLS and encryption at rest when permitted by the provider.
Access control by roles and the principle of least privilege.

MFA is mandatory for administrators and critical internal accounts.

Row Level Security or equivalent database controls where applicable.

Backups and incident recovery.

Access logs, monitoring, and security alerts.

Review of administrator and vendor permissions.
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e Internal procedure for managing security breaches.
e Reasonable security testing before launch and periodic reviews as the platform grows.

If a security breach occurs that poses a risk to the rights and freedoms of individuals, InterDuels will notify
the competent supervisory authority within the legal timeframe and, where the risk is high, also the affected
individuals.

12. Cookies, SDKs and similar technologies

The website and app may use cookies, SDKs, device identifiers, pixels, local storage, or other similar
technologies. Strictly necessary technologies are used to provide the service, remember sessions, ensure
security, process payments, or for basic functionality. For non-essential analytics, advertising,
personalization, or third-party technologies, consent will be requested where required by law.

e The website should include a cookie banner/configurator that allows users to accept, reject, or
configure non-essential cookies with the same ease.

e The app must display system permissions and internal settings for notifications, location,
communications, and privacy.

e [If advertising pixels, advanced analytics, campaign attribution, or social media SDKs are
incorporated, this policy and the cookie policy must be updated before they are activated.

13. Automated decisions, ELO ranking and profiling

InterDuels uses automated systems to calculate rankings/ELO, sort results, display profiles, facilitate
matching, and detect abuse patterns. This processing has no legal effect and does not significantly affect
user rights outside the competitive service of the Platform.

e The user can request a review of a result, ranking error, incident or automatic sanction by
contacting InterDuels.

e InterDuels does not use automated decisions to deny legal rights, assess health,
creditworthiness, employment, insurance, or equivalent matters.

14. Legitimate interest and balancing

When InterDuels bases processing on legitimate interest, it will conduct an internal balancing test to verify
that such interest does not unduly override the rights and freedoms of users. The main legitimate interests
are:

Platform security and prevention of fraud or abuse.

Ranking integrity, results, and competitive performance.

Handling complaints, incidents and no-shows.

Technical improvements, added analytics, and bug fixes.
Community moderation and protection of other users.

Basic reputation management of official profiles on social networks.

You can object to processing based on legitimate interest when there is a particular situation that justifies it,
unless InterDuels proves compelling legitimate grounds or the processing is necessary for claims.

15. Minors

InterDuels is not intended for minors. Registration and use are restricted to individuals 18 years of age and
older. If we detect or receive indications that an account belongs to a minor, we may proactively block it,
request verification, and delete the data as appropriate.

16. Changes to this policy

We may update this Privacy Policy to reflect legal, technical, operational, or product changes. We will notify
you of relevant changes through the app, website, email, or other reasonable means. When a change
affects processing based on consent, we will request new consent if necessary.
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17. Data Protection Officer

InterDuels has not appointed a Data Protection Officer because it believes that, at this stage and with the
planned data processing activities, the mandatory requirements of Article 37 of the GDPR are not
necessarily met. This decision should be reviewed if there are significant changes in the number of users,
the types of data, the level of monitoring, profiling, or the business model.

18. Video surveillance in gyms and events

Generally, the video surveillance systems installed in affiliated gyms are the responsibility of the respective
gym, which must ensure their legality, proper signage, location, information, maintenance, and compliance
with rights regulations. InterDuels does not control these cameras by default nor determine their purpose.

If InterDuels accesses video surveillance footage to manage an incident, complaint, no-show, security, legal
requirement, or defense of rights, such access will be limited to what is strictly necessary, documented
internally, and restricted to authorized personnel. If InterDuels installs its own cameras, determines
recording purposes, or uses security footage systematically, it will first update this Policy, the RAT (Register
of Activities), and the corresponding signage.

Security camera footage, when InterDuels is the data controller, will generally be kept for a maximum of
one month, unless it must be kept blocked due to an incident, complaint, investigation, legal requirement, or
disclosure to a competent authority. The promotional use of identifiable photos or videos will be governed
by specific consent and should not be confused with security video surveillance.

19. Privacy Contact

For any questions regarding privacy, data protection, exercising your rights, withdrawing consent, using
images or social media, please write to: info@interduels.com
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